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	SCOPE:
All Company-affiliated facilities and subsidiaries including, but not limited to, hospitals, ambulatory surgery centers, home health agencies, clinics, outpatient imaging centers, and all service lines and/or corporate departments.  


	AUDIENCE:


Caregivers, Providers, Volunteers, Business Associates, Students


	PURPOSE:
Provide guidelines for caregivers to protect patient, business, and employment information from inappropriate uses and disclosures


	SUPPORTIVE DATA:
As a healthcare organization, we have a special concern for confidentiality in the work place.  Safeguarding patient information, as well as certain employment, and other business information, is not only a legal requirement but also an important ethical obligation.  It is the responsibility of all caregivers, as defined below, to adhere to this policy.  Caregivers are asked annually to affirm (either on paper or electronically) this agreement to Confidentiality Standard in the Setting the Standard:  Code of Conduct training.

     Definitions: 
1) Caregivers include  employees, business associates, providers, volunteers, and students at Mosaic Life Care.

2) Confidentiality is a set of rules or a promise that limits access or places restrictions on certain types of information.

3) Confidence is the feeling or belief that one can rely on someone or something; firm trust.

4) Protected Health Information (PHI) is defined as any health information about a patient created or received by a covered entity or its business associate, in any form or media, whether electronic, paper, or oral, that relates to (a) the past, present, or future physical or mental health or condition of an individual; (b) the provision of health care to an individual; or (c) the past, present, or future payment for the provision of health care to an individual, which identifies the patient or could reasonably be used to identify the patient 
5) Minimum Necessary as defined by the HIPAA Privacy Rule requires covered entities to evaluate their practices and enhance safeguards as needed to limit unnecessary or inappropriate access to and disclosure of PHI.
RESPONSIBILITY:

     Patient Information

Caregivers have a responsibility to protect PHI which includes, but not limited to, the following:

· PHI may only be accessed or verbally discussed for legitimate business reasons as minimally necessary. 
· PHI and medical records of peers, family, children, friends, or any other patient may NOT be accessed or verbally discussed unless a legitimate business reason exists. See Standard #: LD4350 – Employees Viewing Their Own Medical Record.
· Discussion of patient’s information with family and/or friends may occur in the patient’s presence, or with permission.  If the patient is unable to consent, the caregiver must believe it is in the patient’s best interest to discuss information.
· Never discussing patients seen here outside of work.
· PHI (verbal, electronic, or paper) should never be compromised by discussing it or leaving it in a non-secure area unless reasonable safeguards are used.
· Release of medical records must be handled by Health Information Management or other authorized departments. 
· PHI must be destroyed according to Standard #: IM3590 - Destruction and Disposal of Confidential Information.

     Employment 

Caregivers have a responsibility to protect certain employment information.  Confidential employment information includes the following:
· The phone number, address, and social security number of other caregivers.
· The income tax withholding records of other caregivers.
· Unauthorized reading, use, possession or verbal discussions of information in a caregiver’s personnel records is strictly prohibited., This includes payroll information and any records maintained by a caregiver’s leader.
· Protecting workstations and paperwork from unauthorized views.
· Nothing in this policy or elsewhere is intended to prohibit communications or activity by employees regarding wage, benefits, or other terms or conditions of employment or prohibit communications that are legally protected under the National Labor Relations Act or any other applicable state or federal law. 
     Business Information

The organization operates in a highly competitive environment.  Proprietary business information must be treated as confidential.  Proprietary business information includes, but is not limited to, the following.

· Information about marketing strategies
· Financial /business negotiations and arrangements
· Development of new systems
· New business ventures



	SUPPLIES AND EQUIPMENT:

1) Setting the Standard: Code of Conduct

2) Confidentiality Agreement Form #0414


	REFERENCES:

1) Health Information Management, A Guide to Effectively Managing Health Information in Missouri 2016 


	REVIEW PROCESS:
1) Stakeholders: Talent Agency, HIM, Regulatory
2) Review Flow: 
a) APPROVAL:
05/28/2020 by Compliance Subcommittee

10-26-05, 02-04-09, 03-28-12, 03-16-15, 11-27-18, 06/11/2020 Compliance Committee 
b) REVISIONS:

10-24-05, 09-17-08, 03-05-12, 03-14-12, 02-17-2015, 10-22-18
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